






‘High-tech’ crime

• Ransomware
• Cryptojacking
• Cyber extortion
• Business email compromise 

(CEO fraud)

Traditional crime amplified by the web

• Illegal markets
• Financial Fraud
• Sale of counterfeit goods
• Human trafficking
• Child sexual exploitation
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Post infection
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exploitation

Exploitation
Exploit kit contains 
hundreds of different 
attacks for vulnerable 
software
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Phishing
Credential stuffing

Brute force

Software
supply-chain

Web InjectionsExploit Kits
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• Client (MITB, e.g. 
malware)

• Network (MITM of non-
SSL/TLS traffic)

• Origin server
• 3rd party resource 

provider

• Admin interface of 
shopping cart software



In 2018

Payment cards stolen:
1,396,969

71% of web attacks
12% of all breaches

https://www.f5.com/labs/articles/threat-intelligence/application-protection-report-2019--episode-3--web-injection-attacks



2018 Breaches in Retail, 
Tech and Manufacturing

#1 root cause:
Magecart

https://www.f5.com/labs/articles/threat-intelligence/application-protection-report-2019--episode-3--web-injection-attacks
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Insurance

Access-related breaches
72.73%
Access-Phishing-to-get-in-email
Access-Email
Access-Creds-stolen

Physical
18.18%

Insider-breaches
9.09%
Insider
insider-at-third party

Accident
9.09%



Computer 
mis-use

17%

Cyber 
enabled 

fraud
36%

All other 
crime
47%

Email threats
UK: attachments

Ireland: malicious URL
EU: Phishing

Spam: from France, Germany

Compromised IoT

Payment Fraud

Europe vs Europe

NCA Cybercrime Assessment 2016 Europol Internet Organised Threat Assessment 2018



NOT JUST THE MISSION-CRITICAL ONES

67%

33%
Mission-critical

Other apps

Large 
finance 
org

Millions of customer records exfiltrated
Billions in damages, market cap ‒ CEO fired
Entry point through a single compromised 
server

Casino 
operator

Customer database taken
Most lucrative customers at risk
Entry point through a digital thermometer 
in the lobby aquarium
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